
 
 "سبحانك لا علم لنا إلا ما علمتنا إنك أنت السميع العليم " 

 

 

 
   " سبحانك لا علم لنا إلا ما علمتنا إنك أنت السميع العليم " 

) . صلى ا عليه و سلم ( سيدنا محمد . و الصلاة و السلام على سيد الخلق          
 يهده ا فلا مضل له و من. ونعوذ با من شرور أنفسنا و من سيئات أعمالنا 

 .من يضلل فلن تجد له وليآ مرشدآ 
 

 
 

 
 
 
 

 

 
 ..وكل ما أرجوه هو الدعاء لى و لسائر المسلمين خاصة و العرب عامة 

 .وا ولى التوفيق 
Aman Allah Ibrahim 

Aman.Allah.2007@hotmail.com 
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1 – Alerter 
 

WINDOWS / System32 /svchost.exe -k Local Service  

Manager
Disabled


2-Application Layer Gateway Service 

C:WINDOWS / System32 / alg.exe
 SP1  
 ICS  SP2  

 ICS 
 Disabled  SP2  Manual  

SP1 

******************************* 
3- Application Management 

C:WINDOWS / system32 / svchost.exe -k netsvcs 

 
.

Disabled Automatic


4- Automatic Updates 
C:WINDOWS / system32 / svchost.exe -k netsvcs 


Disabled .

*********************************** 
5- Background Intelligent Transfer Service 

C:WINDOWS / system32 / svchost.exe -k netsvcs
  http1.1 servers 

 Windows Updates  MSN Explorer  
Messenger  Windows Media Player



Manual


6- ClipBook 
 C:WINDOWS / system32 / clipsrv.exe 

 Cut & Paste  
 . 

Disabled.  

*********************** 
7- COM+ Event System

 C:WINDOWS / system32 / svchost.exe -k netsvcs 

  
 Windows Media Player 

 Manual 

*********************** 
8- COM+ System Application 

 C:WINDOWS / System32 / dllhost.exe / Processid 

 C:Program Files / 

ComPlus /  Applications   

Manual  Disabled Manual 


9- Computer Browser 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

. 

  Disabled  
 . 

********************** 
10- Cryptographic Services 

 C:WINDOWS / system32 / svchost.exe -k netsvcs 

  uncertified 

drivers   SP1 و 

SP2  DirectX 9.0  
. 



 Automatic.  
************************ 

11- DCOM Server Process Launcher 
 C:WINDOWS / system32 / svchost -k DcomLaunch 

  الـ DCOM.  

 Automatic.  
************************ 

12- DHCP Client 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

  
 

 Automatic.  
********************** 

13- Distributed Link Tracking Client 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

  NTFS  . 

 disabled  FAT32 أو Manual   

    NTFS 
******************** 

14- Distributed Transaction Coordinator 
 C:WINDOWS / System32 / msdtc.exe 

 
  

Disabled  Manual   

. 
********************* 

15- DNS Client 
 C:WINDOWS / System32 / svchost.exe -k NetworkService 

  DNS  Cash Memory.  

 Disabled.  
******************* 

 
 
 



16- Error Reporting Service 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

   

 Disabled.  
******************* 

17- Event Log 
 C:WINDOWS / system32 / services.exe 

 
 Automatic.  

******************* 
18- Fast User Switching Compatibility 

 C:WINDOWS / System32 / svchost.exe -k LocalService 

 
 Disabled   Manual. 

******************** 
19- Help and Support 

 ٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠ 

  . 

 Disabled.  
******************** 

20- HTTP SSL 
 C:WINDOWS / System32 / svchost.exe -k HTTPFilter 

  HTTPS.. 

 Automatic.  
******************** 

21- Human Interface Device Access 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 
.

 Disabled   
 Manual.  

********************* 
 
 



22- IMAPI CD-Burning COM Service 
 C:WINDOWS / System32 / imapi.exe 

 

 Disabled  الـ  CD . 

*********************** 
23- Indexing Service 

 C:WINDOWS / System32 / cisvc.exe 

 
 

.
 Disabled.  

*********************** 
24- Infrared Monitor

 C:WINDOWS / System32 / svchost.exe -k netsvcs  

  . 

 Disabled . 
*********************** 

25- IPSEC Services 
 C:WINDOWS / System32 / lsass.exe 

  IP. 

 Manual.  
********************** 
26- Logical Disk Manager 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 

  

  Logical Disk Manager Administrative Service  . 

 Disabled   Flash Disk   
Manual.. 

************************** 
 
 
 
 
 
 



27- Logical Disk Manager Administrative Service 
 C:WINDOWS / System32 / dmadmin.exe /com 

 ٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠ 

 Disabled   Flash Disk   
Manual.. 

************************* 
28- Machine Debug Manager 

 C:Program Files / Common Files / Microsoft 
SharedVS7Debugmdm.exe 

  Visla Studio. 

 Disabled    Manual. 
*********************** 

29- Messenger 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

  Clients & Servers 
  

Popup . 

 disabled.  
************************ 

30- MS Software Shadow Copy Provider 
 C:WINDOWS / System32 / dllhost.exe /Processid 

  Backup  Ghost و imaging 

. 

  Disabled.. 
********************** 

31- Net Logon 
 C:WINDOWS / System32 / lsass.exe 

 
.  

Disabled..  
*********************** 

 
 
 
 



32- Network Connections 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 


 Manual  . 

******************** 
33- Network DDE 

 C:WINDOWS / system32 /  etdde.exe 

 ClipBook 

.
 Disabled.  

********************* 
34- Network DDE DSDM 

 C:WINDOWS / system32 /  etdde.exe 


 Disabled 

********************** 
35- Network Location Awareness 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 
. 

 Disabled  Manual.. 
************************ 

36- Network Provisioning Service 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

  -:وظیفتھ 

 Disabled  . 
******************** 

37- NT LM Security Support Provider 
 C:WINDOWS / System32 / lsass.exe 

 Remote Procedure Call.  

 Disabled   
Manual.. 

****************** 
 



38- Performance Logs and Alerts 
 C:WINDOWS / system32 / smlogsvc.exe 

 LOG  .
 Disabled.  

********************* 
39- Plug and Play 

 C:WINDOWS / system32 / services.exe 

  الـ Hardware  

 Automatic.  
********************* 

40- Portable Media Serial Number Service 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 portable media 

player   . 

 Disabled   
************************ 

41- Print Spooler 
 C:WINDOWS / system32 / spoolsv.exe 

 3.6 .
 ..Disabled   Automatic -:المقترح 

************************** 
42- Protected Storage 

 C:WINDOWSsystem32lsass.exe 

  Passwords.  

 Automatic.  
*********************** 

43- QoS RSVP 
 C:WINDOWS / System32 / svp.exe 


  Network Properties.  

 Disabled  
*********************** 

 
 
 



44- Remote Access Auto Connection Manager 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 Internet Service.  

 Manual   Automatic  
 Disabled . 

********************** 
45- Remote Access Connection Manager 

 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 Network Connections.  

 Manual   Disabled ف



46- Remote Desktop Help Session Manager 

 C:WINDOWS / system32 / sessmgr.exe 

 Remote Assistance  

. 

 Disabled   Remote Desktop 
. 

********************** 
47- Remote Procedure Call 

 C:WINDOWS / system32 / svchost -k rpcss 

 Windows.  

 Manual.  
******************* 

48- Remote Procedure Call (RPC) Locator 
 C:WINDOWS / System32 / locator.exe 

 RPC  . 

  Disabled  Manual.. 
******************* 

 
 
 
 
 



49- Removable Storage 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 

 Disabled    Automatic.. 
********************* 

50- Routing and Remote Access 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 Dial up   

. 

 Disabled.  
******************** 
51- Secondary Logon 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 . 

 Disabled.  
******************* 

52- Security Accounts Manager 
 C:WINDOWS / system32 / lsass.exe 

 Profile  

 Automatic.  
******************** 

53- Security Center 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 

 Firewalls   

 Disabled  
  Control Panel   Security Center  

Change the way Security Center alerts me  

 Firewall و Automatic Update و Virus Protection.. 

 Disabled.  
*********************** 

 
 
 
 



54- Server 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 
. 

 Disabled  إلا 
********************** 

55- Shell Hardware Detection 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 AutoPlay  الـ Cd أو    Flash 
Desk.  

 Disabled.  
*********************** 

56- Smart Card 
 C:WINDOWS / System32 / SCardSvr.exe 

 
.

 Disabled.  
************************* 

57- SSDP Discovery Service 
 C:WINDOWS / System32 / svchost.exe -k LocalService 

 Universal Plug and Play   

. 

 Disabled.  
*********************** 

58- System Event Notification 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 


 Automatic.  

********************* 
59- System Restore Service 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 


 Disabled.   

 



60- TCP/IP NetBIOS Helper
 C:WINDOWS / System32 / svchost.exe -k LocalService 

 NetBIOS  TCP/IP  

  NetBIOS..  

 Disabled.  
********************** 

61- Telephony 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 MODEM و ISDN و DSL   
. 

 Disabled   Routers أو Gateway  

  Manual. 
******************** 

62- Telnet 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 
 . 

 Disabled.  
********************* 

63- Terminal Services 
 C:WINDOWS / System32 / svchost -k DcomLaunch 

 Norton Antivirus.  

 Manual.  
******************** 

64- Themes
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 Windows Xp 
 . 

 Disabled.  
******************** 

65- Uninterruptible Power Supply 
 C:WINDOWS / System32 / ups.exe 



 UPS  
. 

 Disabled.  
********************** 

66- Universal Plug and Play Device Host 
 C:WINDOWS / System32 / svchost.exe -k LocalService 

 SSDP Discovery Service  

 UPnP. 

 Disable.  
*********************** 
67- Volume Shadow Copy 

C:WINDOWS / System32 / vssvc.exe 

 MS Software Shadow Copy Provider   

.
 Disable.  

*********************** 
68- WebClient 

 C:WINDOWS / System32 / svchost.exe -k LocalService 

 Real Player – Messenger -  
 

 Automatic.  
********************** 

69- Windows Audio
 C:WINDOWS / System32 / svchost.exe -k netsvcs 


 Automatic.  

********************* 
70- Windows Firewall/Internet Connection Sharing 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 

.  

 Disabled   Gateway  

  SP2 أو Automatic . 
 



71- Windows Image Acquisition 
 C:WINDOWS / System32 / svchost.exe -k imgsvc 

 Scanner  Web Cam  

 

 Disabled  
********************** 

72- Windows Installer 
 C:WINDOWS / System32 / msiexec.exe /V 


 

 Manual. .  
*************************** 

73- Windows Management Instrumentation 
 C:WINDOWS / system32 / svchost.exe -k netsvcs 


 Automatic.  

************************* 
74- Windows Time

 C:WINDOWS / System32 / svchost.exe -k netsvcs 


 Disabled.  

*********************** 
75- Wireless Zero Configuration 

 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 .. Wireless Network.  

 Disabled   
************************ 

76- WMI Performance Adapter 
 C:WINDOWS / System32 / wbemwmiapsrv.exe 

 performance library من WMI 
 . 

 Manual..  
**************************** 

 



77- Workstation 
 C:WINDOWS / System32 / svchost.exe -k netsvcs 

 Remote Computer   
Local Computer. 

 Automatic.  
****************************** 






 .وا ولى التوفيق 
 




Aman Allah Ibrahim 
com.@hotmail2007.Allah.Aman




 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 



 
 
 
 
 
 
 
 


