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@ Select a random timer (29), 28, 27, 26....
@ Listen during countdown.

@ | was at 18; add 45 to that and continue (63, 62, 61...).
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Send for 45 slots.
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@ Countdown is over. Now | can send.
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Frame Types Table

Management

Control

Data

Beacon

Request to Send (RTS)

Simple data

Probe Request

Clear to Send (CTS)

Null function

Probe Response

Acknowledgment

Data+ CF-ACK

Association Request

Power-Save-Poll (PS-Poll)

Data+ CF-Poll

Association Response

Contention Free End (CF-End)

Data+ CF-Ack

Authentication Request

Contention Free End + Acknowl-

ACK+CF-Poll

edgment (CF-End +ACK)

Authentication Response CF-ACK

Deauthentication CF-ACK+CF-Poll

Reassociation request

Reassociation response

Announcement traffic indication
message (ATIM)

Each frame type merits its own
discussion to follow.
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| | L - E
To DS FromDS | Address 1 | Address 2 | Address 3 | Address 4
0 0 RA/DA TAISA BSSID na
0 1 RA/DA TABSSID SA na
1 0 RA/BSSID TAISA DA n‘a
1 1 RA TA DA SA
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B02.11 Data. Flags
Type/Subtype: Data [0x20)
* Frane Control: OxDADE (Normal)
Version: O
Type: Data frame (2)
Subtype: 0
¥ Flags: OxA
DS status: Frame from DS to a STA via AP(To DS: O From DS: 1) (GxE2)
.0,. = More Fragments: This is the last fragment
csss lis. = Retry: Frame is being retransmitted

= PWR MGT: STA will stay up
o0 +... = More Data: No data buffered
«0.: «s4s = Protected flag: Data is not protected
0... .... = 0rder Mag: Not strictly ordered
Duration: 44

Destination address: Apple_ab:14:26 (00:le:c2:ab: 14:26)
BSS Id: Cisco-Li_0d:21:3d (00:12:17:0d:21:3d)

Source address: Cisco-Li_0d:21:3b (00: 12:17:0d:21:3b)
Fragnent number: 0

Sequence number: 1419
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= Management:
— Beacon, probe request, probe response
— Authentication request, authentication response

— Association request, association response

— Deauthentication, reassociation request, reassociation
response

— Announcement Traffic Indication Message (ATIM)
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= IEEE B02,11 wireless LAN managenent frame
w Fixed parameters (12 bytes)
Tinestamp: (xOCOCODOAT341ATEA
% Capablility InTormation: @x@401
«+ +ra1 = E55 capabilities: Transmitter is an AP
van oy .0, = TIBSS status! Transmitter b=longs to & BSS
valle ovo. DL, = CFP participation capabilities: Mo pednt coordinator at AP (DBOEQ)
o avel 4., = Privacy: APFSTA cannot support WEP
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vo vadD oy sy = Spectrum Mamsgenment: datllSpectrusManagementAequired FALSE
oLl cvey wve = Shart Slot Time: Short slot time in use
vee Beve wien a0a = Autonatic Power Save Delivery: apsd not inplemented
O aie ciey se., = DSSS-OFOM:; DSSS-OFDN modulation not allowed
B vave s aaa = Delayed Block Ack: delayed block ack not isplemented
Bovv vave cver ovas = Irmediate Block Ack: inmediate block ack not inplemented
= Tagged parameters (52 bytes)
b SSID parameter set: "carroll”
b Supported Rates: 1.0(B) 2.0(H) 5.5(8]) 11.0(B) 1B.0 24.0(B) 36.0 54.0
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Authentication (Bytes) Capability informatian s Capabiity infarmatian 2
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RTS and CTS

Jo M iy o SLSU Lol st psladll Sles 0 JLaiy) led 0Lt sRTS/CTS
gt oS W Jon O Ay Lodis pgalinaly
Request-gs Juol psiy Lawsll sl adley Clear-to-Send (CTS)y e Ly 0l 4y
JLay @ a8l e odeto-Send (RTS)
CTS bawy Jop 5 JlasY) s bie RTS JUajl jledt asiy (oF abeall oS oLl an,
JLail v g adls SLal Jakt agadle

ACK

o Jlizal 32U 5 Jlo Yl degr 74 se 0w oSE g pAcknowledgment (ACK)
Losll (3 pslss oag wdll Lis JL))

RTS .
\ = CTS _/
/—GE‘ ’A,,
< v _/
2 2 6 5 4
RTS |[FC| D | RA TA |FCS RTS and CTS are
5 % = . used in 802.11b and
g mixed cells and in
cTs: |Fc|p| Ra |FCS hidder nodé
ACK is used after 2 2 6 K situations.
each frame. ACK |FC| D RA |FCS

PS-Poll (.g}
U3 5 Jsedl iy 3 e b btz pisay oSS @3PS-Poll (Power-Save Poll)

gy Lois 5 pgdl e psk ™ ) Lo ) UL Bt chy STV psid Bl bad
PS-Poll «; alauly sl Cllay psis 5l

ot PCF oy 8 piss @) oS ol Wl



m Contention Free End (CF+End)

m Contention Free End Ack (CF +end_ack )
m CF-Ack

m CF Ack+CF Poll

m CF-Poll
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802.11bgn 1T2R Mini Card Wireless Adapter Properties [ |[X]

| General | Advanced | Driver | Details | Resources|

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.
Property: Value:
Adhoc support 802.11n [ Max_PSP L]

Country Region (2.4GHz)
o e T —
IEEE0211h Max PSP
Local MAC Network Address
Multimedia/G aming Environment
PSP Xlink Mode
Radio On/Off

OK Cancel
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1 I need 1o send & beacon,
| The lowes! mandatory spead s 9 Mb's,
| sand at & Mov's.
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9 Mb/s: mandatory
12 Mb/s: supported
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48 Mb/s: supported

54 Mb/s: supported
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@ Passively scanning.

| heard a beacon and (1) Beacons Every

can connect. 2 Seconds
E To Distribution
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NON_ERP present: no
Use Protection: no
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NON_ERP present: yes

Use Protection: yes

eacon:
Non-ERP Present: Yes
Use Protection: Yes
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802.11g 802.11g
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802.11b (Non-ERP)

802.11g Cell wirh an 802.11b Client
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@ Because the AP
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I'll use an RTS at
802.11b speeds.

Beacon:
Non-ERP Present: Yes
Use Protection: Yes
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802.119 —|  of Time 802.11g

Client C
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802.11g Cell Using Protection: Part 1
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Beacon:
Non-ERP Present: Yes
Use Protection: Yes
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802.11g
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802.11g
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NON_ERP present: yes

«Use Protection: yes
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SSID : Guest

Network : 172.30.1.0/24

Ojﬁ.kﬁej.ml\
SSID : UserNet

Network : 10.99.99.0/24

Client B

55_&”%/
Guest User

MAC: AAAA.BBBB.CCCC 172.30.1.0/24

Switch

. AP WLC
T e —
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10.99.99.0/24

Client A

Corporate User
MAC: 0000.0001.0001

A Simple Wireless Nerwork
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Received Signal Strength sl cas eS8 o0 2=l 5l 2easedd speed

Indicator (RSSIy and signal-to-noise ratio (SNR)
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management VLAN
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olskx sae 3 global configuration xoy 3 vlan Jee o

VLAN Lzt Vsl

o od @ X & Vian x Y akuly global configuration sz @ vlan e
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vlan 4
wlanvlan(configy#vlan 5

wlanvlan(config-vlany#name guest



s oy e Vian Ly, LU

Mo oYL sl e sl Sl a2y Je Jsll o5 global configuration oy 3
A aa ¢ interface range f0/0 - 5 o L iz o interface f0/0

SUysdl ods ol el s aayy 45 g vian 3 g8 X e~ switchport access vlan x
wlanvlan(configy#interface range gigabitEthernet 1/0/1-5

wlanvlan(config-if-rangey#switchport access vlan 5

e Slpsdl SU s g guest il s il b g5 0 O U1 T e Sl Jagt L

native vlan

VIS b as skl OUyedl g gUEst aSa) i g dbons cood U a2 3 e e

wlanvlan#sh vlan br

W oW o

wlanvlan#show interfaces gigabitEthernet 1/0/1 switchport
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S 8 & es ek M

Gateway

VLAN 20 VLAN 10
10.99.99.0/24 | 172.30.1.0/24

Fo/3
3750 ——~ dFo0/”2 y_ -
Switch 000000
WLC

SSID “GUEST SSID “USERNET”

VLAN 10 AP VLAN 20

vlan Les

Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#vlan 1@
Switch{config-vlan)#exit

Switch(config)#vlan 28
Switch{config-vlan)#exit

Switch{config)#end
Switch#
00:@1:@87: %5YS5-5-CONFIG_I: Configured from console by consol

Switch#show vlan brief

VLAN Name Status Ports

1  default active Fad/1, Fad/2, Fad/3, Fa@/4
Fa@/5, Fa@/6, Fa@/7, Fa@/8
Fa@/9, Fad/1@, Fa@d/11, Fa@/12
Fa®/13, Fa@/14, Fa@/15, Fa@/16
Fa@/17, Fa@/18, Fal/19, Fa@/2@
Fa@/21, Fa@/j22, Gi@f1, Gia/j2

1@  VLANG®1@ active

22  VLAND@Z28 active

1002 fddi-default act/unsup
1883 token-ring-default act/unsup
1004 fddinet-default act/unsup

1805 trnet-default act/unsup




vlan sl sSaly o)y S Ly,

Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)#int ¥8/5

Switch{config-if)#switchport mode access

Switch{config-if)#switchport access wvlan 1@
Switch{confTig-if)#

Switch#show interface status
@B:13:08: %5Y5-5-CONFIG_I: Configured from console by consoleerface status

Port Name Status Vlan Duplex Speed Type

Fa@d/1 connected 1 a-full a-10@ 18/1@08BaseTX

Fa@d/2 connected 1 a-full a-18@ 18/18@8BaseTX

Fa@d/3 connected 1 a-full a-18@ 18/1@0BaseTX

Fa@d/4 connected 1 a-full a-10@ 18/1@08BaseTX

Fa@d /5 connected 1@ a-full a-18@ 10/1@0BaseTX
Fa@d /6 connected 1 a-full a-10@ 18/1@08BaseTX

Fa@d/7 connected 1 a-full a-18@ 18/18@8BaseTX

Fa@ /8 connected 1 a-full a-18@ 18/1@0BaseTX

<text omitted>

Trunk siusl




Switchéenable

| To simplify comfiguration, you can set the parameters on a range of interfaces
rather than one at a time

Switch(config)#interface range f@/1 - 3

Switch({config-if-range)#switchport trunk encapsulation dotig

Switch(config-if-range)#switchport mode trunk
Switch{config-if-range)#

0@:15:42: %LINEPROTO-5-UPDOWMN: Line protocel on Interface FastEthernet@®/1, changed
state to down

P@:15:42: %LINEPROTO-5-UPDOMM: Line protocel on Interface FastEthernet@/2, changed
state to down

B@:15:42: SLINEPROTO-5-UPDOMM: Line protocel on Interface FastEthernet@/3, changed
state to downswitchpoer

0@:15:45: %LINEPROTO-5-UPDOWMN: Line protocol on Interface FastEthernet®/1, changed
state to up

0@:15:46: %LINEPROTO-5-UPDOWMN: Line protocol on Interface FastEthernet®/2, changed
state to up

0@:15:46: %LINEPROTO-5-UPDOWMN: Line protocel on Interface FastEthernet®/3, changed
state to up

Switch({config-if-range)#switchport nonegotiate

Switch({config-if-range)#switchport trunk native vlan 1
Switch{config-if-range)#

| Exit Back to Priviledge EXEC to wverify

Switch({config-if-range)#end

lUse the following command to verify what interfaces are enabled for trunking
Switché#show interface trunk

B@:19:55: %5YS5-5-CONFIG_I: Configured from console by consoleow interface trunk

Port Mode Encapsulation Status Native wvlan
Fa@/1 on 802.1q trunking 1

Fa@/2 on 802.1q trunking 1

Fa@/3 on 802.1q trunking 1

Fa@d/23 desirable B8@82.1qg trunking 1

Fa@d/24 desirable 882.1qg trunking 1

| OQutput omitted for brevity
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